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(a) What is meant by a proprietary software license? Give three (3) examples of such
licenses.
(6 marks)

ANSWER IN THIS BOX

(b) Consider the following line extracted from a UNIX password database.
saman:x:501:500:Saman Silva:/data/u501:/bin/tcsh

(1)  Identify the user’s home directory and his login shell of the above entry.
(i)  What is the command required to change the default shell to another?
(i)  How can the system administrator temporarily block Saman logging into the
system without deleting his password database entries?
(6 marks)

ANSWER IN THIS BOX

Login Shell: tcsh

---------- {ii)--—----Use-thecommand:-----------------
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(c) The aspell command is an interactive spell checker utility available on Linux
distributions. What is the functionality of the following command when filel and file2 are
text files?

$ aspell list <filel >file2
(4 marks)

ANSWER IN THIS BOX

(d) What is the command the system administrator needs to execute to print the top 10 users
(their user names) who have used the disk space in /home directory? Assume that all
users’ data are in the /home/username directories.

(5 marks)

ANSWER IN THIS BOX

(e) Answer the following with regards to file access permission.

(1)  Write down the command to set the permission of the file MyScript.pl as: read
(user and group), write (user) and execute (user, group and other).
(i) What can and what cannot be done when a directory is having “write” and
“execute” permission for the user?
(4 marks)

ANSWER IN THIS BOX




2)

(a)

(b)
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You are given a PC with two network interface cards. Write down the steps to show how
you will convert this PC to a Linux based software router to forward data packets from
10.16.100.0/24 network to 192.168.200.0/24 network. However this software router
should forward only ssh packets.

Note: Exact syntax of the commands is not required.

ANSWER IN THIS BOX

__________ 2. _Enable the IP packet forwarding feature by updating the file: .______.

Set the file /proc/sys/net/ipvd/ip_forward to 1 (OR Set

iptables -A INPUT -p tcp --dport 22 -j ACCEPT

"""""""" iptables -A OUTPUT -p tcp --sport 22~y ACCEPT ~~~~ "~

(i)  Write down the command to mount a USB flash disk mapped to /dev/sdbl to the
mount point on /mnt/usb.
(ii))  How do you make a USB flash disk automatically mount (without using /etc/fstab)
when it attaches to a Linux machine?
(5 marks)

ANSWER IN THIS BOX
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(c) Consider a system having the following two hard disks, with the layout as shown below.

sdal NTFS (75GB) sdal NTFS (75GB)

sda2 NTEFS (75GB) sda2 NTEFS (75GB)

sda3 NTEFS (75GB) sda3 NTEFS (75GB)

sda4 Free (75 GB) sda5 Free (75 GB)
Disk A Disk B

(1) Three partitions of each of the disks are used for Windows operating system and one
75GB partition of each of the disks is free for a new operating system installation. If the
Linux installation requires four partitions (root, boot, swap and home) for its
installation, which of the disks is more suitable for this task? Justify your answer.

(4 marks)

ANSWER IN THIS BOX

______________________________________________________________________________

(i) Write down how you will allocate the 75GB free disk space for the four partitions
required for a Linux Installation on a PC with 1GB of RAM. Also write down the file
system type that you will assign for each of these four partitions.

(6 marks)

ANSWER IN THIS BOX

——————————————————————————————————————————————————————————————————————————————————————
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(d) State two (2) advantages one can gain by setting up a Samba server in a Linux

environment.
(5 marks)
ANSWER IN THIS BOX
""""" 1. Tt allows the Samba applications to interface into Microsoff

(a) Write down four (4) advantages of a caching proxy server.

ANSWER IN THIS BOX

(b) Write down a squid access control list (ACL) to block web site URLs which contains the
word “casino”. Assume that there are no other ACLs existing in the squid.conf file.
(6 marks)

ANSWER IN THIS BOX
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(¢) You are asked to add the following information as resource records to a DNS database for
a domain called “sagaraya.lk”. The following IP addresses are reserved for various network

services.
Service IP Address Machine Name
DNS 199.155.100.1 ship
Web 199.155.100.4 boat

(1) Write a resource record to map the URL http://www.sagaraya.lk/ to the web server IP
address.

(i1) All mail sent to user@sagaraya.lk will be handled by the Mail server ship and when
ship server is out of service, all mail will be handled by the backup mail server
mail.ahasa.lk. Write down the resource record(s) to accept mail to the domain

sagaraya.lk.
(6 marks)
ANSWER IN THIS BOX
.......... (i)------www.sagaraya.lk.-._.IN..._.A....199.155.100.4. ... ...
O (L
ship IN A 199.155.100.1

(ii1) A Domain Name Server (DNS) can be configured in various ways to resolve a domain
name to an IP address. List down four (4) types of DNS configurations.

(4 marks)

ANSWER IN THIS BOX

----4StubServer--—--—------ -
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(d) Answer the following with regard to Apache web server configuration.

(1) Write down a command to check whether an Apache server is running on a
Linux machine.

(i) You are being asked to change the default port (80) of the current web server
to port 8080. Write down the steps to be taken in order to achieve the

modification.
(5 marks)
ANSWER IN THIS BOX
""""" ()  $/etc/init.d/httpd status OR § ps aux |grep httpd
""""" ii) ~ 1.0pen httpd.conffile.
------------------2:-Change -the- Listen-directive - value from-80 -to -8080--and-----
oeooooooo....._..save the configurationfile. .. ..

(a) In Linux, routine tasks can be automated using “cron” jobs.
(i)  What is the outcome of the following cron job?

0 2 1 */2 * /usr/local/etc/backup.sh

(i)  What command should the system administrator use to add this to the system cron
job?

(5 marks)

ANSWER IN THIS BOX
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(b) Answer the following with regard to mail servers.
(1)  List three (3) popular open source mail server daemons?

(i)  Write down two (2) features of a mail server daemon other than transferring mail
from one server to another.

(5 marks)

ANSWER IN THIS BOX

(c) Explain the functionality of each of the following commands in Unix.

(i) find /home/ -atime +90 —-exec /bin/rm { } \;
(4 marks)

ANSWER IN THIS BOX

Find all the files in the /lhome directory that were accessed more

than 90 days ago and delete them from the system.
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(i) tar —-xvf backup.tar /home/asitha
(4 marks)

ANSWER IN THIS BOX

Backup tar file will be extracted to the /home/asitha folder.

(d) The following is a Bash shell script and each line is numbered for easy referencing.
Explain the functionality of the code by highlighting each line’s role in this script.

(1) #!'/bin/bash
(2) TGT="bak"“;

(3) cd /etc

(4) for file in *.conf;

(5) do

(6) cp $file $HOME/backup/$file.S$TGT;
(7) done

(7 marks)

ANSWER IN THIS BOX

___________________________________________________________
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